Texas General Land Office Information Systems

RRAC Login Guide

BRIEF

This is a quick start guide for the new Royalty Reporting and Control (RRAC) Application Login.
Starting August 21°, 2015, the RRAC Application Login has Self Service Password Reset (SSPR)
capability; whereas, the customer will be able to reset their own password.

The customer will use their current password to login to the system. On first login, the user will be
prompted to update their email address and profile. For problems, contact glo123@qglo.texas.gov .

Previous Login vs. New Login
Below is a screenshot of the previous and new login screens.
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INSTRUCTIONS

1. Enter your Customer ID
in the “Username” field.
e i.e. CO0001234

2. Enter your current Password
in the “Password” field.
e i.e. Password

d

3. Click login.

RRAC User Sign In

Username: CO0001234

Password: gessssss

Login
Forgot Username?
Forgot Password?

4. On 1% entry, the following screen returns, requesting the user to verify their email address,
enter their fullname and current phone number. Enter the info and click “Update”.

# Profile Menu

Update Profile

Texas General Land Office Password Reset

Please update the following information:

Email Address+

john.doe@aqlo.texas.gov |

Fullname

Telephone Number+

% Fullname

Update Profile

# Profile Menu

Texas General Land Office Password Reset

Please update the following information:

Email Address+

| john.doe@glo.texas.gov |

| John Doe |

Telephone Numbers

| 512-123-4567

44 Back to RRAC

5. The page will ask to confirm the profile update. Click “Confirm”.
It will refresh the screen to show successful profile save and send email to the email address.

Confirm Profile Data

Texas General Land Office Password Reset

Please review the following information you have entered and confirm.
Email Address+

© john.doe@glo.texas.gov

Fullname

© John Doe

Telephone Numbers

© 512-123-4567

Success

Texas General Land Office Password Reset

Your user information has been successfully updated.

M Continue

4 n 3

From Date

Profile Update <noreply@glo.texas.gov> 8/7/2015  Profile Update i

Subject o0

August 18, 2015

Page 2 of 11




Texas General Land Office

Information Systems

RRAC Login Guide

EXPIRED PASSWORD

If upon login, your password is expired, follow these instructions.

1. Upon successful login, you will immediately be prompted to change your password.

Change Password

# Profile Menu

Texas General Land Office Password Reset

Please change your password. Keep your new password secure. After you type your new password, click the
Change Password button_ If you must write it down, be sure to keep it in a safe place Your new password must
meet the following requirements:

* Password is case sensitive.

* Must be at least 8 characters long.

* Must be no more than 60 characters long.

* Must not include any of the following values: 12345678 qwerty password1 tglo test monkey123 password
» Must not include part of your name or username.

* Must not include a common word or commonly used sequence of characters.

New password accepted, please click change password

New Password x4
[TTITTITT Y] @ Strength: Good
||
Confirm Password
[ IIITITITT]] @ ]
ey

M Change Password | 44 Back to RRAC

2. Fill in your new password until it is acceptable and click, “Change Password”.

Mew password accepted, please click change password

New Password =]
||uuuu|ﬂno| |@ Strength: Strong

Confirm Password
|u--uoou-| |@

e

M Change Password #{ Cancel
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MNetlQ Self Servi ssword Reset -

Your password is being changed. This process may take several minutes. please be patient

100%

4. When complete, it’'ll show, “Success” page. Click, “Continue”. You will get email confirmation.

Success

NetlQ Self Service Password Reset

Your password has been changed successfully.

5. The screen should logout and an email is sent to the email on file regarding the change.

From Subject
Ehange Password Motice < rbnrepl',rﬂg bt EUAS GO > Passwrord C h.'lngvl: Motification

From: Change Password Motice <noreply@gloteas.gove & 7/6/2015 10:10:19 AM |

To: lohn Doe
Subject: Password Change Notification

| lou have changed your password. i you did not initiate a password change please contact the RRAC Response Team at glol23@ glo texas.gov.
|
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FORGOT PASSWORD

If you’ve forgotten your password, you can reset this easily.
1. Select, “Forgot Password” from the Login screen.

RRAC User Sign In

Username: CO0001234

Password: sesssses
Login
For e?
Forgot Password?

2. You will be prompted to put in your Customer ID.

Forgotten Password

MetlQ Self Service Password Reset

If you have forgotten your password, follow the prompts to reset your password.

Customer ID*

3. Fill in your Customer ID and click, “Search”.
Customer ID+

C000012345]

4 Cancel

‘ Q Search ’
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4. An email will be sent to the email on file for the customer ID. The page will refresh to request

the code in the email. One can keep this page open, or they can close this page and go to
email.

Forgotten Password

NetlQ Self Service Password Reset

To verify your identity, a security code has been sent to you. Please click the link in the email or copy
and paste the security code here.

Code

" Check Code

5. One should find a reset email with the subject line, “Forgotten Password Verification”.

From Subject
Forgotten Password <noreply@glo.texas.gov> Forgotten Password Verification
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6. Open the email. The user has two options to enter the code and reset the password.

a. HTML view has, “Click Here” hyperlink that opens a new browser directly passing the
code.

From: Forgotten Password <noreply@gloteasgove @
Te: John Doe
Subject: Forgatten Pazsword Venfication

Thank you for requesting a password reset. To continue with your password reset. please click here to conlinue.

if for some reason this link doesn't work, you can copy and paste the following code onto the password reset form:

HASLAAAAAAAAAAE QAR <Y _sUnmlUrlweGkKub0SQIE 9 fFligecuP-sfcop OMDhgTvgMGNEHGYDh21gTnle NI DOk OCS1hHSSMySVdmFgtytud-5aP
QUETIELODVXhYUeMNEPx40_POKRDNISQoRWZIDhb40 gRLMNIZAd00EL2gPl wDONVIpHZ GISbPWZmaqTIFF ANV QTul_ wWAGQ-Mh_zyp OKEnBAEFSEISIOHE
roRfNEzqySZ_BxZatpuo8sU3Llgl_OhtoSSiMEOdhEWWZz3 OMIW-HI-F_CBz3YhhwwAFSGCApfRuLMtzTgDi_kSsOfKSWHYMNFACZPx
FRoBMPMNIOzA10tFzMALYZTLemSZhU _tgsuEAEAAA ==

If you do not wish to change your password at this time, you do not need to take any action,

| b. Otherwise, user will copy/paste the code token into the code request screen.

From: Forgotien Password <noreply@gloteasgovs @
Te: lohn Doe
Subject: Forgotten Password Venfication

Thank you for requesting a password reset. To continue with your password reset. please click here to continue.

If for some reason this link doesn't work, you can copy and paste the following code onto the password reset form:

HASLAAALAAAAALE Qhe_-Y_sUnmlUrlweGkKub0SQZKS3fFigecuP-sfcgp OMDhgTvgMGNEHGYDh31gTrlsMNSDI0cK OCShHESMNySVdmFgiytud-SaiP
D46TELObVXhVUEMERXSO_POKROMNISQoRWZIDhNb40gRLNEAd00BLEgP uOONpH2GISbkPWImaqgTIFANVQTu) WWAG-Mh_ZypOKENB4EFS6.50LE
raRfNEzqy5Z_E:ZatpuodsU3Lgl_OhtofSIMEOShEwWWEZE3 OMNW-HE-F_CBz3YhMww\WFSGCApiRulMtz ToDi_kSsOfKaWHYMNFAOZPx
TFoBXPMNIDzA10tF zMAL Y2 TLemSZbU_tgsuEAEALA S =

If wou do not wish to change your password at this time, yvou do not need to take any action,

Forgotten Password

NetlQ Self Service Password Reset

To verify your identity, a security code has been sent to you. Please click the link in the email or copy
and paste the security code here.

Code
4 HASMANMAMEQAe Y sUnmU WeGkKub0SQZK B3fFigecuP-sfcdp OMOhqTvgIMGNKHGVDR3gTIGNADIOK OCSL R HS3N SV cmPgtytud-SaP
O467tBLOBNXAVUeNBRx40_PIKRDNFSQoRWZIDRXDA0GRLNIEAGO0BLzgPl uOONipH2GHSEKPWzmqqTHFAVGT WWAG-Mh ZypOKEBAEF61S)Q1Z
rORENEzqy5Z xZAtpuoBsU3Lgl, OnteoSIMEQJRENNZZ3 ONZW-+-F CB3YhMwAVFSGCApRUURZTGDI KSSORKOWHYNNFAQzPY
L TroBXPNDZAI0tFNARYzTLemSZbU tgsuEAE )
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& Logout

Please change your password. Keep your new password secure. After you type your new password, click the
Change Password butfon. If you must write it down, be sure to keep it in a safe place. Your new password must
meet the following requirements:
+ Password is case sensitive
+ Must be at least & characters long
+ Must be no more than 12 characters long.
Must net include any of the following values: 12345675 qwerty password1 tglo test monkey123 password

+ Must not include part of your name or username.
- Must not include a common word or commonly used Sequence of characters

Please type your new password

New Password =

Confirm Password

M Change Password

8. Fill in your new password until it is acceptable and click, “Change Password”.

Mew password accepted, please click change password

New Password =
|------...|

| @  Strength: Strong

Confirm Password
|--un--onnl-|

e Password D

9. The screen will show password reset progress.

Please Wait

MetlQ Self Service Password Reset

Your password is being changed. This process may take several minutes, please be patient.

100%

10. When complete, it’ll show, “Success” page. Click, “Continue”. You will get email confirmation.

= Logout

Success

NetlQ Self Service Password Reset

Your password has been changed successfully.

« W Continue P
From

Change Password Motice <noreply@glo.texas.gowv:>

Subject
Password Change Motification
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UPDATE PROFILE

Once logged into RRAC, the user may update their profile
1. Select, “Help/Manage Profile” tab.

Royalty Reporting Reporting Controls

Help / Manage Profile

2. Select “Manage” button.

Reporting Controls | Contact GLO Help / Manage Prafile

Royalty Reporting

RRAC Help Documentation

Documentation provided on this page is intended to help you use the RRAC system efficiently and effectively.
If you need additional help, please feel free to contact the GLO.

* User's guide to using the RRAC application (printable)
* Satting up trusted sites for Flash in Internet Explorer

3. User will be brought to the Profile Menu where one could change or update the profile.

Main Menu

# Profile Menu

Texas General Land Office Password Reset

% Change Password | Change your current password.

& Update Profile

I Update your email, fullname, and phone information.

In “Change Password” or “Update Profile”, there is a button to return the user back to the RRAC
application.

44 Back to RRAC
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ACCOUNT LOCKOUT

After 8 failed attempts to login to RRAC, the user will be locked out. The user must follow the
“Forgot Password” link and will have the option to either unlock their account to use the current
password or to change their password.

RRAC User Sign In

Username: 00001234

Password: seeceesse
Login
Forgot Username?
Forgot Password?

Your login has been disabled due to intruder detection

The use of this computer system and network is FOR OFFICIAL BUSINESS USE ORLY.

The Texas General Land Office and Veteran's Land Board Reserve the right to access and review all associated data and equipment at any time. Your use of this
computer system and network indicates your consentto be monitored and your agreement that any evidence of abuse or criminal activity found therein may be
provided to the appropriate authorities for further action

1. Follow the “Forgot Password” procedure.
2. From here you will be given the option to either unlock or change password.

Forgotten Password

Texas General Land Office Password Reset

Your account has been locked due to excessive incorrect login attempts. You may continue by
unlocking your account or by changing your password.

Unlock your account. If you remember your password, you can unlock
o' Unlock Password your account by selecting this option. Your password will not be
changed.

Set a new passwaord. If you have forgotten your password and would
2, Change Password like to set a new one, click here. Your account will also be unlocked
when you set a new passwaord.

Cancel
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KNOWN ISSUES and FAQ

1. FOR MOST ISSUES. (i.e.If there is a stuck loading bar, error screen, etc...)
Try closing the browser first and starting over.
Sometimes the prior session stores information in the browser cache
It needs to be cleared so closing the browser and starting over resolves most problems.
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